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APPARATUS AND METHODS FOR 
FAULT-TOLERANT COMPUTING USING A SWITCHING FABRIC 

Field of the Invention 
This invention relates generally to fault-tolerant computer systems and more 
specifically to a method and apparatus for communicating data between elements of a 
fault-tolerant computer system. 

Background of the Invention 
Present computer systems rely on communication bus architectures to 
communicate information between system components, such as between the central 
processor unit (CPU), memory, and input/output (I/O) devices. Many industry standards 
have developed defining the construction and operation of the bus and the communication 
signals on the bus, such as the Peripheral Components Interconnect (PCI), promoting 
interoperability among different computer system components offered by different 
hardware vendors that would otherwise not be interoperable. These standard busses 
include a shared physical connection interconnecting each of the system components, 
where each of the system components is addressable by some means. 



The advantages of using a shared bus, however, result in some amount of 
unavoidable, operational inefficiencies. For example, if each system component is 
allowed unrestricted access to the bus, there will be instances where two or more system 
components attempt to simultaneously access the bus. Simultaneous access of the bus by 

5 two or more system components attempting to transmit during the same time period 
would result the respective transmit signals of each system component overlapping and 
becoming garbled. Such a scenario could result in the propagation of errors, or more 
likely, that each system component would need to re-send the same message again. To 
avoid multiple bus components attempting to transmit on the bus during the same time 

10 period, bus-design standards include some means of arbitration ensuring that only one 
system component transmits across the bus during a given time period. 

In an arbitrated bus system, a bus arbiter receives requests for bus access from 
multiple system components and grants access to the bus to only one system component 
during one time period. Although this arbitration capability improves efficiency by 

15 eliminating the need to re-send data resulting from interfering transmissions by multiple 
system components, any benefit comes at the cost of additional overhead resulting from 
the arbitration procedure. Typically, an arbiter grants access for a predetermined time 
period or bandwidth window to whichever bus requester first requests use of the bus. If 
multiple bus requesters have requests for use of the bus pending, then the arbiter typically 

20 employs a rotational priority scheme to share the bus among the bus requestors. In a 

rotational priority scheme, the use of the bus is given for one bandwidth window to each 
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bus requester in sequential order. Thus, the rotational priority scheme gives each bus 
requester the same amount of bus time as every other bus requester connected to the bus. 

One problem with the prior art arbitration schemes is that each bus requester can 
only generate a single bus request at a time. That is because each bus requester must keep 
its first bus request active until the arbiter selects the bus request. Upon selecting the first 
bus request of a selected bus requester, the arbiter captures the selected bus request in a 
latch and then transmits the bus request on the computer bus when the computer bus 
becomes available. In addition, the arbiter transmits to the selected bus requester an 
acknowledgment indicating that selected bus request was captured. In response to 
receiving the acknowledgment from the arbiter, the selected bus requester can generate 
and transmit a second bus request to the arbiter. Each of the other bus requesters 
similarly must wait until its first bus request is selected before generating a second bus 
request. As such, high bandwidth bus requesters are prevented from generating bus 
requests at their optimum speed. 

The present invention solves this problem. 

Summary of the Invention 
The present invention relates to apparatus and methods for fault-tolerant 
computing using an asynchronous switching fabric architecture that increases the 
aggregate data rate between system components, maximizing overall I/O throughput by 
handling multiple I/O streams simultaneously. One embodiment of the invention 
comprises a plurality of redundant data processing elements where each of the redundant 




data processing elements is executing substantially identical instructions substantially 
simultaneously. This embodiment also comprises an asynchronous switching fabric and a 
target device, where the switching fabric communicates transactions between the target 
and at least one of the redundant data processing elements. In one aspect, the redundant 

5 data processing elements are executing each of the substantially identical instructions in 
lock-step synchronization. In another aspect, the target is a data processing element. In 
yet another aspect, each of the data processing elements and the target devices are 
interconnect to the asynchronous switching fabric using a channel adapter. 

In another embodiment of the invention, each of the redundant data processing 

10 elements generates substantially identical transactions directed towards a target device. 
Each generated transaction includes a target address, and each of the generated 
transactions is communicated from at least one of the redundant data processing elements 
to a target through an asynchronous switching fabric. In one aspect, a voting device 
receives each of the substantially identical transactions from each of the redundant data 

15 processing elements and forwards a single transaction to the target device specified by the 
transaction address. 



Brief Description of the Drawings 
The invention is pointed out with particularity in the appended claims. The 
20 drawings are not necessarily to scale, emphasis instead generally being placed upon 
illustrating the principles of the invention. Like reference characters in the respective 
drawing figures indicate corresponding parts. The advantages of the invention may be 
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better understood by referring to the following description taken in conjunction with the 
accompanying drawings in which: 

FIG. 1 is a block diagram of a prior art computer system; 

FIG. 2A is a block diagram of an embodiment of a fault-tolerant computer system; 
FIG. 2B is a block diagram of a prior art split-bus computer system; 
FIG. 3 is a more detailed block diagram of an embodiment of a fault-tolerant 
computer system; 

FIG. 4 is a flow diagram generally illustrating an embodiment of a process for 
handling errors in the fault-tolerant computer system shown in FIG. 2; 

FIG. 5 is a flow diagram generally illustrating an embodiment of a process to 
identify and isolate a faulty CPU; 

FIG. 6 is a block diagram of an embodiment of a fault-tolerant computer system 
using a switching fabric; and 

FIG. 7 is a block diagram of an embodiment of a CPU node communicating with 
a peripheral device using a switching fabric. 

Detailed Description of the Invention 
Referring now to FIG. 1, a typical computer system 20 as known in the prior art 
includes a central processor unit (CPU) 22, a main memory unit 24 for storing programs 
and/or data, an input/output (I/O) subsystem 26, a display device 28, and a system 
communications bus 30 coupling these components to allow communication between 
these units. The memory 24 may include random access memory (RAM), read only 



memory (ROM), and one or more memory registers. The computer system 20 typically 
also has one or more peripheral devices, such as input devices 32 such as a keyboard 34 
(e.g., an alphanumeric keyboard and/or other types of keyboards such as a reduced-key 
keyboard, or a musical keyboard), a computer pointing device 36 for translating user 
movements into computer gestures, such as a mouse, a track ball, a track pad, a digitizing 
tablet, and, in some embodiments, a joystick or data glove. 

The computer system 20 typically also Includes one or more storage devices, such 
s hard disk drive 38 and a floppy disk drive 40 for receiving floppy disks such as 3.5- 
inch disks. Other additional peripheral devices 42 also can be part of the computer 
10 system 20 including output devices (e.g., printer or plotter) and/or optical disk drives for 
receiving, reading, and/or writing digital data on a CD-ROM. In the disclosed 
embodiment, one or more computer programs shown in phantom define the operational 
capabilities of the computer system 20. These programs can be loaded onto the hard disk 




computer CPU 22 via the floppy disk 
double-clicking a related icon displayed 



drive 38 and/or into the main memory 24 of the 

1 5 drive 40. Applications may be caused to run by 

on the display device 28 using the computer-pointing device 36. In general, the 
controlling software program(s) and all of the data utilized by the program(s) are stored 
on one or more of the computer system's 20 storage mediums such as the hard disk drive 
38, or the other additional peripheral devices 4a such as a CD-ROMj42. 

20 The system communications bus 30 allows data to be transferred between the 



various components in the computer system 20 



program data from the main memory 24 over the system communications bus 30. 



For example, the CPU .20 may retrieve 
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Various system busses 30 are standard in computer systems 20, such as the Video 
Electronics Standards Association (VESA) Local Bus, the industry standard architecture 
y l (ISA) bus, the Extended Industry Standard Architecture bus (EISA), the Micro Channel 
Architecture bus (MCA) and the PCI bus. In some computer systems 20, multiple system 
5 communication busses 30 may be i sed to provide access to different units of the system 
20. For example, a computer system 20 may use a PCI bus to connect a CPU 22 to 
peripheral devices 28, 34, 36, 38, 40, 42 and concurrently connect the CPU 22 to main 
memory 24 using an MCA bus. 

It is immediately apparent from FIG. 1 that such a traditional computer system 20 
1 0 is highly sensitive to any single point of failure. For example, if the main memory unit 24 
fails to operate for any reason, the computer system 20 as a whole will cease to function. 
Similarly, should the system communications bus 30 fail, the computer system 20 as a 
whole will fail. A redundant, fault-tolerant system achieves an extremely high level of 
availability by using redundant components and data paths to insure uninterrupted 
1 5 operation. A redundant, fault-tolerant system may be provided with any number of 
redundant components. Some configurations include dual-mode redundant (DMR) 
systems, which include duplicates of certain hardware units found in FIG. 1, for example, 
duplicate, redundant CPUs 22 and main memory units 24 executing substantially 
identical instruction streams. Other configurations include triple-mode redundant (TMR) 
20 configurations, which include three of each of certain hardware units shown in FIG. 1 , for 
example three redundant CPUs 22 and main memory units 24 executing substantially 



-7- 



identical instruction streams. Yet other configurations are possible with even higher-level 
redundancies. 

In brief overview, referring now tolFIG. 2, one embodiment of a TMR, fault- 
tolerant computer system 20 is shown that includes three CPU boards 22, 22', 22" 
(generally 22) and at least two I/O subsystems 26, 26' (generally 26), redundant 
communications busses 30, 30' (generally 30), redundant I/O subsystems 26,^6' 
(generally 26), one or more first peripheral blisses 64a through 64m (generally 64), one or 
more redundant first peripheral busses 64a' tlirough 64m' (generally 64'), a patch panel 
54, one or more second peripheral busses 64z " through 64n" (generally 64"), and one or 
more peripheral devices 42a through 42n (generally 42). 

Each of the CPU boards 22 is in communication with the first I/O subsystems 26 
through the first communications bus 30. Each of the CPU boards 22 is in 
communication with the second I/O subsystems 26' through the second, redundant 
communications bus 30'. The first I/O subsystems 26 is in further communication with 
the patch panel 54 through one or more first peripheral busses 64. For example, in one 
embodiment the first bus 64a is a video bus in communication with a display 28 
peripheral device, while the second bus 64b is an ISA bus in communication with one or 
more input devices 32. Similarly, the second I/O subsystems 26' is in further 
communication with the patch panel 54 through one or more redundant first peripheral 
busses 64'. The patch panel 54 is in further communication with the peripheral devices 
42 through the one or more second peripheral busses 64". In some embodiments of a 
fault-tolerant computer system 20, the patch panel 54 interconnects one of the I/O 




subsystems 26 to the peripheral devices 42. In the event of a failure, the patch panel 54 
allows the redundant I/O subsystem 26' to be connected to the peripheral devices 42 
through a process known to those skilled in the art as "fail-over." 

In some embodiments, the patch panel 54 provides an adapter function between 

5 the I/O subsystems 26 and the peripheral devices 42. For example, in one embodiment 
the patch panel 54 includes an adapter converting a first PCI bus 64 and a redundant first 
PCI bus 64' to a second universal serial bus (USB) 64". The USB may be used by some 
peripherals 42, such as a keyboard and computer pointing input devices, or a video bus 
(e.g., enhanced graphics adapter (EGA), video graphics adapter (VGA), or super VGA 

1 0 (SVGA)) used for connecting the displays to the computer system 20. 

In some embodiments, the system communication busses 30 and the peripheral 
busses 64, 64', 64" are standard system busses such as those described for the computer 
system 20 illustrated in FIG. 1 (ISA, VESA, EISA, MCA, PCI, and the like). Examples 
of peripheral devices 42 include the peripheral devices previously identified in FIG. 1, 

15 e.g., a display device (e.g., a monitor), a hard disk drive, a CD ROM drive, one or more 
input device(s) (e.g., a keyboard or a computer pointing device), a printer, a plotter, and a 
floppy disk drive 40. 

In another embodiment, the fault-tolerant computer system 20 includes more than 
two I/O subsystems (e.g., 26" and 26"' shown in phantom view) to allow the fault- 

20 tolerant computer system 20 to control additional peripheral devices 42. The additional 
I/O subsystems 26", 26"' are similarly in communication with the CPU boards 22 
through additional communication busses 30" and 30"', also shown in phantom. 
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In one embodiment, the CPU boards 22 are redundant CPU boards 22 executing 
substantially identical instruction streams. The I/O subsystems 26 are redundant 
components configured in a fail-over mode. That is, at any instant in time, I/O 
communications between the CPU boards 22 and the peripheral devices 42 are 
communicated through one of the I/O subsystem 26, e.g., the first I/O subsystem 26. 
Whereas I/O communications between the CPU boards 22 and the peripheral devices 42 
are not simultaneously communicated through the second I/O subsystem 26'. The 
second, I/O subsystem 26' remains ready to replace the first I/O subsystem 26 in the event 
of a failure. In one embodiment, the patch panel 54 includes switches to control which of 
the redundant I/O subsystems 26 is in communication with the peripheral devices 42. 
Fail-over of the I/O subsystems 26 is controller by fault-tolerant control elements 
discussed later in more detail. 

In more detail, in one embodiment, each CPU board 22 contains at least one 
processor 44 and the main memory 24. In some embodiments, each CPU board 22 
contains multiple processors 44, 44', 44", and 44'" (generally 44). In multi-processor 
embodiments, each of the multiple processors 44 of a CPU board 22 may process 
different instruction streams. Respective processors 44 on different CPU boards 22 
execute substantially identical instruction streams, and each processor 44 on a single CPU 
board 22 may execute its own instruction stream. In one embodiment, the processors 44 
are selected from the "x86" family of processors manufactured by Intel Corporation of 
Santa Clara, California. The x86 family of processors includes the 80286 processor, the 
80386 processor, the 80486 processor, and the Pentium®, Pentium® II , Pentium® III, 
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and Pentium® III Xeon™ processors, and the 64-bit Itanium™ family of processors. In 
another embodiment processors are selected from the "680x0" family of processors 
manufactured by Motorola Corporation of Schaumburg, Illinois. The 680x0 family of 
processors includes the 68000, 68020, 68030, and 68040 processors. Other processor 
5 families include the PowerPC™ line of processors manufactured by the Motorola 
Corporation, the Alpha line of processors manufactured by Compaq Corporation of 
Houston, Texas, the Crusoe™ line of processors manufactured by Transmeta Corporation 
of Santa Clara, California, and the Athalon™ line of processors manufactured by 
Advanced Micro Devices, Inc., of Sunnyvale, CA. 

10 In one embodiment, the redundant CPU boards 22 run in "lock-step," that is, each 

CPU board 22 runs substantially identical copies of the operating system and application 
programs and executes substantially identical instruction streams, substantially 
simultaneously, or in cycle-by-cycle synchrony. In lock-step operation, the data stored in 
the replicated main memory 24 provided by the replicated CPU boards 22 should be 

15 identical at all times. In some embodiments of a lock-step fault-tolerant computer system 
20, a single reference clock source 48 (shown in phantom) is provided in communication 
with each of the CPU boards 22, and each of the CPU boards 22 is synchronized to the 
common clock source 48. 

In other embodiments generally well known to those skilled in the art, the 

20 redundant CPU boards 22 run identical operating system and application programs and 
execute substantially equivalent instruction streams in a loosely synchronized, or "loose- 
stepped" manner. In a loose-step fault-tolerant computer system 20, each of the CPU 
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boards 22 can include its own clock source 49, 49% 49" (generally 49) shown in 
phantom in FIG. 2, running asynchronously with respect to the clock sources 49 of the 
other CPU boards 22. Loose-step synchronization does not require the common clock 
source 48 used for lock-step embodiments. 

In some embodiments of a loose-step fault-tolerant computer system 20, system 
synchronization is maintained by counting the instructions processed and initiating a 
synchronizing procedure after counting some quantum of the instructions. In other 
embodiments, system synchronization is maintained by monitoring events, such as 
memory references. In these embodiments any of the CPU boards 22 performing a 
monitored event before the remainder of the loose-stepped CPU boards 22 is stalled. 
Once the remainder of the CPU boards 22 perform the monitored event, the stalled CPU 
boards 22 are allowed to continue processing. 

In some embodiments of a computer system 20, the communications busses 30 are 
split-communications busses. Referring now to FIG. 2B, a prior art computer system 20 
implemented in a split-bus bus configuration includes a CPU 22, a CPU bus 56, a first 
bridge 60, a communications link 30, a second bridge 60', an I/O bus 58, and one or more 
peripheral devices 42. The CPU 22 is in communication with the first bridge 60 through 
the CPU bus 56. The first bridge 60 is in further communications with the second bridge 
60' through the communications link 30. The second bridge 60' is in further 
communications with the peripheral device 42 through the I/O bus 58. In one 
embodiment, the CPU bus 56 and the I/O bus 58 are PCI busses and the bridges 60, 60' 
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are PCI bridges. Other embodiments are possible where the busses 56, 58 are any of the 
standard busses, such as those previously identified, or proprietary busses. 

The bridges 60, 60 s and the communication link 30 offer flexibility to computer 
system design by allowing greater separation distances between the CPU 22 and the 
peripheral device 42, by allowing for the interconnection of CPU and I/O busses 56, 58 
designed to different standards, and by allowing for communications with a greater 
number of peripheral devices 42. 

In more detail and referring now to FIG. 3, some embodiments of a fault-tolerant 
computer system 20 employ a split-bus configuration. The split-bus, fault-tolerant 
computer system 20 includes at least a first redundant CPU 22 and a second redundant 
CPU 22', a first and second communications links 30 and 30', at least one I/O subsystem 
26. In some embodiments, shown in phantom, one or more peripheral busses 64a, 
through 64m (generally 64) provide communications with one or more peripheral devices 
42a, through 42n (generally 42). The redundant CPUs 22, 22' are in communication with 
the I/O subsystem 26 through the respective communications links 30, 30'. The I/O 
subsystems 26 are in further communications with one or more peripheral devices 42z 
through the I/O bus 58, and optionally through the peripheral busses 64. I/O instructions 
can be generated at each of the CPUs 22, or the peripheral devices 42 and can be directed 
at any of the other CPUs 22 or peripheral devices 42. The I/O instructions include 
memory read or writes, configuration read or writes, or other special instructions. 

The I/O module 26 includes an I/O bus 58 and I/O bus interface. The I/O bus 
interconnects one or peripheral devices 42 to the I/O bus interface 68. In a split-bus 
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embodiment, the I/O bus interface 68 includes a bridge function. In some embodiments, 
the I/O module 26 includes a video controller 74, and/or a peripheral controller 72, each 
shown in phantom. Each of the video controller 74, and/or the peripheral controller 72 
has a first port and a second port. The first port of each of the video controller 74, and/or 

5 the peripheral controller 72 is in communication with the I/O bus 58. The second port of 
each of the video controller 74, and/or the peripheral controller 72 is in communication 
with the respective peripheral device 42 through the peripheral device bus 64. In some 
embodiments, an optional patch panel 54 can be included (also shown in phantom). The 
patch panel 54 offers local interconnections to peripheral devices 42 and can include a 

10 switching capability for fault-tolerant embodiments with redundant I/O modules 26 as 
show in FIG. 2A. 

In one embodiment, the I/O module 26 includes I/O fault-tolerant logic 52. In 
some embodiments, the I/O module 26 also optionally includes a voter delay buffer 98, 
shown in phantom. In one embodiment, the I/O fault tolerant logic 52 is in 

1 5 communication with the I/O bus interface 68, and with the voter delay buffer 98, if 

present. In another embodiment, the I/O fault-tolerant logic 52 is implemented within the 
I/O bus interface 68, such as on a single ASIC. The I/O fault tolerant logic 52 functions 
to detect faults within the fault-tolerant computer system 20. In some embodiments, the 
I/O fault tolerant logic 52 compares the equivalent I/O instruction streams from each of 

20 the redundant CPUs 22 to identify a fault upon the detection of a miscompare. 

In one embodiment, the I/O fault-tolerant logic 52 includes a comparator 92 that 
performs comparisons of the I/O instruction streams. As previously described, for lock- 
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step fault-tolerant embodiments, the CPU instructions are substantially identical where 
the same instructions occur for each of the redundant CPUs 22 on the same clock cycle. 
In some lock-step embodiments, voting of the I/O instructions from the CPU 22 is 
conducted during each clock cycle. 

In some embodiments the I/O fault-tolerant logic 52 also includes a buffer 94, 
shown in phantom. The buffer 94 can be used for holding I/O instructions from one or 
more of the redundant CPUs 22 in a loose-step fault-tolerant system 20. As previously 
described, the time of voting, or comparison, in a loose-step embodiment is determined 
by some event. 

For either lock-step or loose-step embodiments, errors are identified where at least 
one of the inputs to the comparator 92 is different from the other equivalent, redundant 
inputs. In one embodiment, the comparator 92 substantially simultaneously performs a 
bit-by-bit comparison of the voted I/O instruction. When the comparator 92 inputs from 
each of the redundant CPUs 22 are identical at the time of voting, no errors are detected. 
In some embodiments of a lock-step fault-tolerant computer system 20 voting occurs 
during the clock cycle of the voted instructions. In other embodiments of a loose-step 
fault-tolerant computer system 20 voting occurs substantially coincident with a 
synchronizing event. In one embodiment, the redundant I/O instructions are stored in 
respective registers and voting occurs where the equivalent bits of each register are 
compared by a plurality of comparators, one for each bit of the instruction. 

The I/O fault-tolerant logic 52 provides the fault-tolerant computer system 20 with 
a fault-tolerant capability. In some embodiments, the I/O fault-tolerant logic 52 is 
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implemented as a separate set of logic on the I/O subsystem 26. For example, the I/O 
fault-tolerant logic 52 may be provided as an application specific integrated circuit 
(ASIC), a field programmable gate array (FPGA), an electrically erasable programmable 
read-only memory (EEPROM), a programmable read-only memory (PROM), a 

5 programmable logic device (PLD), or a read-only memory device (ROM). The I/O fault- 
tolerant logic 52 compares the results of each operation performed by the separate CPU 
boards 22 to the results of the same operation performed on one of the other CPU boards 
22', 22". If the I/O fault logic 52 determines a discrepancy then a failure has occurred. 
In some embodiments, the CPU board 22 is a module, or chassis, while in yet other 

10 embodiments the CPU board 22 is a single chip where the CPU fault-tolerant logic 50 
may be included on the chip itself. 

Still referring to FIG. 3, one embodiment of a DMR fault-tolerant computer 
system is shown. The DMR fault-tolerant computer system 20 includes a priority module 
86, shown in phantom, and the voter delay buffer 98. In one embodiment, the I/O fault- 

1 5 tolerant logic 52 includes a priority register 46, shown in phantom. In one embodiment, 
each CPU board 22 contains a CPU bus interface 66, and CPU fault-tolerant logic 50. 
The CPU fault-tolerant logic 50 is in communication with the CPU bus interface 66. The 
priority register 46 of the I/O fault-tolerant logic 52 is in communication with the priority 
module 86 through a CPU PRIORITY signal 88. In some embodiments, the CPU fault- 

20 tolerant logic 50 on each redundant CPU 22 is in communication with the I/O fault- 
tolerant logic 52 through a respective command line 96, 96'. 
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In one embodiment of a fault-tolerant computer system 20, the priority module 86 
assigns a priority to each of the redundant CPUs 22. The assigned priority is stored in the 
priority register 46. The assigned priority may be updated or changed during operation by 
the I/O fault-tolerant logic 52, or by the priority module 86. The priority can be 

5 established by a number of factors, such as historical performance of the CPU 22 or 
prior/current diagnostic results from the maintenance & diagnostic module 84. 

In one embodiment of a lock-step system 20, the I/O fault-tolerant logic 
comparator 92 performs a bit-by-bit cycle compare procedure on the data output streams 
passing into the I/O subsystem 26 on the I/O buses 30 and 30\ In another embodiment of 

10 a loose-step system 20, the I/O subsystem 26 includes buffer 94, shown in phantom, 
before the comparator 92, holds the transactions of the data output streams that will be 
compared from each of the redundant CPU boards 22. When each of the transactions to 
be compared from each of the respective redundant CPU boards 22 arrives at the buffer 
94, the transactions are provided to the comparator 92. In either embodiment, lock-step, 

1 5 or loose-stepped, the comparator 92 may be, for example, an XOR gate or any other 

known component for comparing two bit values. If the cycle-compare procedure detects 
a difference between the two data output streams, this may be an indication that one of 
the CPU boards 22 and 22' is malfunctioning. Accordingly, the I/O subsystem 26 
responds by issuing a "STOP" command to both the first CPU 22 and the second CPU 

20 22' over a first command line 96 and a second command line 96' respectively. 

When voting results in a miscompare within a DMR system 20, additional 
information is required to determine which CPU 22 should be taken offline as discussed 
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below. Once the defective CPU 22 is detected, in one embodiment, the I/O fault tolerant 
logic 52 generates a command to take the suspected faulty CPU 22, 22' off line. The 
command is communicated to the determined faulty CPU 22, 22' over the respective 
command line 96. 

5 In one embodiment, the I/O fault-tolerant logic 52 determines which of the two 

redundant CPUs 22 is faulty by requesting that the maintenance and diagnostics module 
84 of each redundant CPU 22 perform diagnostics to verify the integrity of the respective 
CPU 22. In some embodiments, when a fault is detected, the DMR fault-tolerant system 
20 restricts the propagation of faulty data by issuing a STOP command to the CPUs 22 as 

10 described above. In response to the issued STOP command, the CPUs 22 halt instruction 
processing until diagnostics are completed. From the time that the fault-tolerant logic 52 
issues a STOP command to the time that the CPUs 22 halt instruction processing in 
response to the issued STOP command, some number of instructions issued by the CPUs 
22 may be received at the I/O subsystem 26. In response to the fault-tolerant logic 52 

15 detecting a miscompare and issuing the STOP command, the I/O instructions from each 
of the two redundant CPUs 22 are re-directed to a respective first and second first-in-first- 
out buffer (FIFO) 102, 102' to prevent the propagation of corrupt data to other elements 
of the system 20. In one embodiment the FIFOs 102, 102' are located within the voter 
delay buffer 98. If one of the two CPUs 22 diagnoses a failure, that CPU 22 is taken off 

20 line for repair and replacement and any commands in the related FIFO 102, 102' are 
dumped, whereas the commands associated with the "good" CPU 22 are reissued from 
the respective FIFO 102, 102. 
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In another embodiment, where the I/O fault-tolerant logic 52 is unable to 
determine which CPU 22 is faulty, the I/O fault-tolerant logic 52 checks the priority 
register 46 for the priority value associated with each of the CPUs 22. The I/O fault- 
tolerant logic 52 then commands that the CPU 22 with the lower priority value be taken 
off-line. In yet another embodiment, combinations of results from the maintenance and 
diagnostics modules 84 and the priority values can be used by the fault-tolerant logic 50, 
52 to determine which CPU 22 is suspected as being faulty. 

In operation, the fault-tolerant computer system 20 can best be described with 
reference to the flow diagram of FIG. 4. The data output streams on the I/O buses 30 and 
30' are bit-by-bit compared by the comparator 92 (step 1 10) to provide a comparative 
reading from which it can be determined if there are differences between the monitored 
data output streams. If there are no such differences detected, the comparator 92 
continues to monitor the data output streams. If differences are detected, the I/O fault- 
tolerant logic 52 issues a STOP command (step 1 12). In some embodiments, the issuance 
of a STOP command prompts the initiation of a CPU diagnostic procedure on each of the 
redundant CPUs 22 to check the status of each CPU 22. Subsequently, the data output 
streams on the I/O buses 30 and 30' are diverted to the voter delay buffer 98 (step 1 14). 

The first CPU board 22 continues executing its ongoing diagnostic procedure 
(step 1 16). If the diagnosis indicates that the first CPU board 22 is malfunctioning, the 
first CPU board 22 is isolated (step 118) and operation of the computer system 20 
continues with the second CPU board 22'. The data stored in the second FIFO 102' is 



-19- 



output over the system I/O bus 30 (step 120) and thereafter subsequently processed data 
from the second CPU board 22' is output over the system I/O bus 30. 

Contemporaneously with the ongoing diagnosis procedure in the first CPU board 
22 (step 1 16) the second CPU board 22 also continues diagnosis (step 122). If, on the 
other hand, the resulting diagnosis indicates that the second CPU board 22' is 
malfunctioning, the second CPU board 22' is isolated (step 124) and operation of the 
computer system 20 continues with the first CPU board 22. The data stored in the first 
FIFO 102 is output over the system I/O bus 30 (step 126) and subsequent processed data 
from the first CPU board 22 is output over the system I/O bus 30. 

If the diagnostic procedures fail to detect problems with either the first CPU board 
22 or the second CPU board 22', the relative CPU priorities determined by the priority 
module 86 and maintained within the priority register 46 are used as the determinative 
factor. The relative CPU priorities are read from each of the priority registers 46, 46] to 
establish which of the first CPU board 22 or the second CPU board 22' has the higher 
priority (step 128). As discussed above, the relative priorities of the CPU boards 22 have 
been determined by one or more criteria, such as their operational histories or the 
comparative cumulative record of their internal error corrections. If the second CPU 
board 22' has been assigned the higher priority, for example, the computer system 20 
selects the first CPU board 22 as the malfunctioning CPU board 22 and continues to 
operate with only the second CPU board 22' (step 130). Accordingly, the data stored in 
the second FIFO 102 is output (step 132) and so forth. On the other hand, if the first CPU 
board 22 has been assigned the liigher priority, the computer system 20 selects the second 
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CPU board 22' as the malfunctioning CPU board 22 and the operation of the computer 
system 20 continues with the first CPU board 22 (step 130). Subsequently, the data 
stored in the first FIFO 102 is output (step 132). 

One embodiment of a TMR fault-tolerant computer system 20 is similar to that 
5 shown in FIG. 2A with the internal detail of the CPU 22 and the I/O subsystem 26 shown 
in FIG. 3. In a TMR system, the I/O fault-tolerant logic 52 votes, or compares each of the 
input values of each I/O transaction generated by the three redundant CPUs 22 and 
received at the I/O bus interface 68 to determine if the three input instructions are not the 
same. In one embodiment, the voting constitutes a bit-by-bit comparison of each of the 

10 bits of the three redundant I/O instruction, performed within the comparator 92. Here, the 
comparison determines if all the inputs are the same, or, conversely, if one of the inputs is 
different from the other, and from that, identifies which one of the three differs from the 
others. In one embodiment, the comparator 92 is implemented in hardware. In another 
embodiment, the comparator 92 includes combinatorial logic. In another embodiment, 

1 5 the comparator is implemented in software. In one embodiment, when the comparator 92 
determines a miscompare among the three input I/O instructions, the comparator 92 also 
identifies which of the three CPUs 22, referred to as the minority CPU 22, is not in 
agreement with the other two CPUs 22, referred to as the majority CPUs 22. I/O fault- 
tolerant logic 52, the majority value is determined to be the correct valid instruction and 

20 the minority is determined to be faulty. The I/O fault tolerant logic 52 commands that the 
suspected faulty CPU 22 be taken offline. In some embodiments of a TMR fault-tolerant 
system, there is no priority module 86 and no voter delay buffer 98 since identification of 
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the faulty CPU 22 is determine to be the minority CPU in a triple-valued compare. In 
some embodiments of a TMR fault-tolerant computer system 20, the priority module and 
priority register 46 can also be used to make further determinations of identifying a failed 
CPU 22 in a miscompare. In other embodiments of a TMR fault-tolerant computer 
system 20 the maintenance and diagnostic module 84 and voter delay buffer 98 can also 
be used to make further determinations of identifying a failed CPU 22 in a miscompare. 
In yet other embodiments, the TMR fault-tolerant computer system 20 will function as the 
previously identified DMR fault-tolerant computer system 20 when one of the three 
CPUs 22 has been taken off-line leaving two remaining on-line CPUs 22. 

In operation, referring to FIG. 5, in one embodiment of a TMR fault-tolerant 
computer system 20, the I/O fault-tolerant logic 52 compares I/O transactions from each 
of the CPU boards 22, 22', 22" (step 140). In the TMR system 20, the I/O fault-tolerant 
logic comparator 92 performs a voting function by comparing each of the instruction 
streams by a bit-by-bit comparison and identifying a minority CPU board 22 that 
produces an I/O instruction stream that does not match the I/O instruction stream from the 
majority (step 142) — the other two CPU boards 22', 22" in a TMR system. The minority 
CPU board 22 is then taken off-line to avoid the propagation of errors into the system and 
to allow for diagnostics, repair and replacement of the identified minority CPU board 22 
if necessary (step 144). 

Discussing the operation in further detail, when the I/O fault-tolerant logic 52 
issues a STOP command in response to the detection of a miscompare, the I/O subsystem 
26 stops transmitting output data on the I/O bus 58 and routes the data output streams on 
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the buses 30 and 30* to a voter delay buffer 98 via a delay buffer line 100. Specifically, 
the data received from the first CPU board 22 is sent to a first FIFO 102, and the data 
received from the second CPU board 22' is sent to a second FIFO 102'. This action 
serves to prevents the peripheral devices from being sent data which may have been 

5 corrupted by the malfunctioning CPU board 22, and also serves to save data which 

otherwise may have been lost or discarded while the malfunctioning CPU board 22 was 
being identified. In one embodiment, the fault-tolerant logic 50, 52 identifies a faulty 
CPU 22 and notifies the voter delay buffer which CPU 22 is faulty. The voter delay 
buffer 98 then releases the buffered commands from the respective FIFO 102, 102' for 

10 the valid CPU 22 and normal processing continues. 

In a preferred embodiment, the maintenance and diagnostic subsystems 84 and 84' 
continually run their respective diagnostic procedures. It should be understood that, even 
after the STOP command has been issued to the CPU boards 22 and 22', the I/O 
subsystem 26 continues to forward input data streams sent by the peripheral devices to the 

15 CPU boards 22 and 22'. The CPU boards 22 and 22' continue to process the data while 
running the diagnostic procedures, in accordance with normal operational procedures. 
The peripheral devices thus see the fault-tolerant computer system 20 as functioning 
normally. 

Referring to FIG. 6, in an alternative embodiment of a fault-tolerant computer 
20 system 20, the redundant system communications busses 30 between the CPU boards 22 
and the I/O modules 26 shown in FIG. 2A and FIG. 3 are replaced by communication 
links 160 and a switching fabric 150. The switching fabric 150 provides a means for 
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communicating instructions and data between end nodes of the computer system 20. End 
nodes of the system 20 include CPU 22 end nodes and I/O end nodes 170, each associated 
with one or more peripheral devices 42. 

In one embodiment of a fault-tolerant computer system 20, the system includes a 

5 first and second CPU nodes 1 5 1 and 1 5 1' (generally 151), one or more I/O nodes 

170a, . . . 170n, 170m (generally 170), the switching fabric 150, and a first and second 
voting module 153, 153' (generally 153). Each of the end nodes 151, 170 is in 
communication with the switching fabric 150 through at least one communications link 
160. The switching fabric 150 includes network components, such as switches, routers, 

10 repeaters, and transceivers interconnected through communications links 160. The 
communications links 160 may be serial communication links, parallel links, or 
broadband links. The communications links 160 may be implemented with "twisted- 
pair" cable, coaxial cable, fiberoptic cable, or wireless links, such as radio links or free- 
optics links. 

1 5 In one embodiment the system includes at least one target channel adapter 

(TCA)156 and at least one host channel adapter (HCA) 152. A TCA 156 is a channel 
adapter specifically configured lor use at an end node including a peripheral device 42. 
An HCA 152 is a channel adapter specially configured for use at an end node including a 
CPU 22. In one embodiment, the switching fabric 150 is an INFINIBAND™ switching 

20 fabric 1 50 and the HCAs 1 52 and TCAs 1 56 are defined by the INFINIBAND™ 

standard. In another embodiment, the switching fabric 150 is an Ethernet switched fabric 
in a network using a transmission control protocol over internet protocol (TCP/IP) or 
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other transmission protocol. In another embodiment, the switching fabric 150 is a packet 
switched fabric in a network using X.25, frame relay, ATM or other transmission 
protocol. In another embodiment, the switching fabric 150 is a circuit switched fabric, 
such as a wired circuit switched fabric in a wired network, a wireless circuit switched 
5 fabric in a wireless network, or a combination circuit switched fabric having elements of 
both wired and wireless circuit switched fabrics in a combination network. In yet another 
embodiment, the switching fabric 150 is an American National Standards Institute 
(ANSI) Fibre Channel switching fabric in a network using a fibre channel transmission 
protocol. 

1 0 In more detail, each of the end nodes 1 5 1 , 1 70 is interconnected to the switching 

fabric 1 50 through a channel adapter (e.g., a host channel adapter (HCA) 1 52 or a target 
channel adapter (TCA) 156). Some examples of channel adapters 152, 156 include a 
model number PWLA8490T, available from Intel Corporation of Santa Clara, CA, for a 
Gigabit Ethernet switching fabric 150, and a model number QLA2200, available from 

15 Qlogic Corporation of Aliso Viejo, CA, for a Fibre Channel switching fabric 150. In one 
embodiment, the channel adapters 152, 156 translate communication messages between a 
first message format, such as for an I/O instruction (e.g., a PCI memory write instruction) 
and a second message format, such as for a transport message (e.g., a "packet" or series of 
packets). In one direction, each of the HCA 152 and the TCA 156 translates information 

20 received on a respective device port from an I/O format (e.g., PCI) to a switching-fabric 
format (e.g., INFINIBAND™) and provides the switching-fabric formatted message as an 
output on the switching-fabric port. Likewise, in another direction, each of the HCA 152 
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and the TCA 156 translates messages received on the switching-fabric port from a 
switching-fabric format to an I/O format and provides the I/O formatted message as an 
output on the device port (i.e., CPU port for an HCA 152, peripheral port for a TCA 156). 
In one embodiment, an instruction, such as an I/O instruction, is generated at one 
5 of the end nodes 1 5 1 , 1 70. The instruction may be an I/O read or write, a memory read or 
write, a configuration read or write, or other special instruction. Where the instruction is 
an I/O instruction, a target address is included. In some embodiments, each of the 
channel adapters 152, 156 has associated with it an address. 

In one embodiment a device port of each channel adapter 152, 156 is in 

10 communication with one of the CPU boards 22, including the processors 44 and memory 
24 contained thereon, or with a peripheral device 42, respectively. A switching-fabric 
port of each channel adapter 152, 156 is in communication with the switching fabric 150 
through the respective communications link 160. 

The channel adapter 152, 156 functions bidirectionally. In one direction, the 

15 channel adapter 152, 156 receives a source instruction (e.g., I/O instructions) from the 
respective source end node 151, 170. The source channel adapter 152, 156 determines 
the end node address corresponding to the recipient device (i.e., the address of the 
channel adapter 152, 156 associated with the recipient device). The channel adapter 152, 
156 transmits each of the generated transport messages to the switching fabric 150. The 

20 switching fabric 1 50 directs the switching-fabric formatted messages through any one of a 
plurality of paths through the internal networking devices and links 160 of the switching 
fabric 150 to the addressed recipient channel adapter 152, 156. The source channel 
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adapter 152, 156 affixes a destination switching-fabric address to each of the one or more 
packets of the source instruction and the addressed recipient channel adapter 152, 156 
removes the switching-fabric address from each of the one or more packet of the received 
instruction. The source channel adapter 152, 156 may include additional information in 
5 the one or more packets of the I/O instruction, such as packet ordering information; 
instruction, or packet priority information; and error detection and control information, 
such as a checksum, or parity information. In one embodiment, at the recipient end node 
151, 170, a channel adapter 152, 156 functions in a second direction receiving the one or 
more switching-fabric formatted messages from the switching fabric 150, through the 
10 communications link 160. The recipient channel adapter 152, 156 translates the one or 
more switching-fabric formatted messages into the source instruction format and provides 
W the regenerated source instruction to the target device. 

In one embodiment of a fault-tolerant computer system 20, each CPU node 151 
includes the plurality of redundant central processor boards 22, 22' (generally 22), each 
1 5 associated with a respective host channel adapter (HCA) 1 52, 1 52' (generally 1 52). In 
H one embodiment of a lock-step fault-tolerant computer system 20, a common clock 

source 48 (shown in phantom) is provided and used in a manner similar to that described 
for FIG. 2. In one embodiment of a loose-step fault-tolerant computer system 20, a 
plurality of unsynchronized clock sources 49, 49' (generally 49) (also shown in phantom) 
20 are provided and associated with each of the redundant CPU boards 22. 

The redundant fault-tolerant computer system 20 shown in FIG. 6 is similar to the 
redundant system illustrated in FIG. 3 in that the redundant CPUs 22 execute 
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substantially identical instructions and I/O instructions directed from the CPUs 22 to a 
peripheral device 42 or to another CPU 22 are routed through a module where they are 
compared cycle-by-cycle. If the comparison is successful, meaning that the I/O messages 
from the CPUs 22 are substantially identical, then one of the redundant I/O instructions is 

5 forwarded to its intended target node 151, 170. If the comparison is not successful, one 
of the CPUs 22 is presumed faulty, identified by fault-tolerant logic (not shown), and 
taken offline. In FIG. 3, the I/O instruction voting occurred in the I/O subsystem 26. In 
one embodiment of a switching fabric, voting occurs in a voter module 153. In another 
embodiment of a fault-tolerant computer system 20 including a switching fabric 150, the 

10 fault-tolerant logic is located within the voting module 153. In one embodiment 

communication of fault-tolerant information between the fault-tolerant logic and the CPU 
boards 22 is accomplished in-band, using suitably formatted switching fabric messages. 
In another embodiment communication of fault-tolerant information between the fault- 
tolerant logic and the CPU boards 22 is accomplished using a out-of-band signal provided 

1 5 over a separate communications path, such as a proprietary high-speed serial bus. 

The embodiment of a fault-tolerant computer system 20 with a switching fabric 
1 50 differs from the embodiment discussed in FIG. 3 in the nature of the commands that 
are voted. In FIG. 3, the comparator 92 of the I/O fault-tolerant logic 52 compared each 
source I/O instruction directed from the redundant CPUs 22 (e.g. a PCI instruction), 

20 whereas the voting module 153 of FIG. 6 compares the transport messages, or packets 
(e.g., INFINIBAND™ packets) being communicated from the HCAs 152 associated with 
each of the redundant CPUs 22. 
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In one embodiment, the transport messages, or packets, are communicated 
asynchronously across the switching fabric 150. Here, asynchronous means that the clock 
source of each of the end nodes 151, 170 operate independently from the clock sources of 
the other end nodes 151 , 170, and also independently of the switching fabric clock source. 

5 Asynchronously also indicates that in some embodiments, data packets can be 

communicated across the switching fabric 150 intermittently where the intervals of any 
time delay between the communicated packets of the I/O transaction is variable. The 
variable delay and the nature of message routing where different packets of the same 
instruction may be routed through different paths within the switching fabric 150, thereby 

10 arriving at the TCA 1 56 in a different sequence than their sequence at the HCA 1 52. In 
some embodiments, the packet includes a packet header containing information relating 
to the proper sequence of the packets, aiding in reconstructing the I/O transactions. 

In one embodiment, each of the respective recipient HCAs 152 and TCAs 156 
performs destination conditioning of the messages received from the switching fabric 

15 150. Destination conditioning includes one or more of the following: receipt of the one 
or more switching fabric packets of the related I/O instruction; error detection and 
control; removal of the affixed destination address; and reassembly of the one or more 
switching fabric packets of the related I/O instruction into the CPU-generated I/O 
instruction. Alternatively, the destination HCA 152 or TCA 156 may perform a 

20 translation of the I/O instruction from the source format, such as PCI to a different 
destination format, such as USB. 
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In more detail, referring to FIG. 7, one embodiment of a fault-tolerant computer 
system 20 includes redundant communications paths between the CPU nodelSl, the 
voting module 153, and the I/O end node 170. In one embodiment, the CPU node 151 
includes multiply redundant (i.e., TMR) CPU boards 22, 22', 22" (generally 22), wherein 
each of the redundant CPU boards 22 is associated with a respective HCA 152, 152', 
152" (generally 152). The I/O output port of each CPU board 22 is connected to a device 
port of the respective HCA 152. A switching-fabric port of each of the respective HCAs 
152 is connected to the voting module 153 through a respective communications link 
160. 

In one embodiment, the voting modujle 153 includes a voter, 154 a first switch 155 
and a second switch 1 55' (generally 155). Tie voter has one input port for each of the 
redundant CPUs 22 (i.e., three inputs for a T\4R system 20) and one output port. The 
output port is connected to an input port of each of the two switches 155, 155'. Each of 



the switches 155 has two output ports. Each 



connected to a respective port of the switching fabric 150 through a respective 



communications link 160. Substantially th< 
two output ports of either of the switches 1 



of the output ports of the switch is further 



same information is presented on each of the 
1 such that the two communications links 



160 provide redundant paths to the destination node 151, 170. In one embodiment, if 
either of the switches 151 should fail, the c ther redundant switch continues to provide 
redundant connectivity to the switching fabric 150. 

In one embodiment, the I/O end node 170 includes two redundant TCAs 156, 
156'. In one embodiment, messages to and from the I/O end node 170 are routed through 
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each of the TCAs 156, 156'. The switching fabric port of each of the TCAs 156, 156' 
connects to the switching fabric through a respective communications link 160. The 
device port of each of the TCAs 156, 156' is connected to the one or more peripheral 
devices 42. The result is a redundant communications path between the CPU node 1 5 1 
and the peripheral device 42 through the switching fabric 150. Exemplary paths through 
the switching fabric 150 are illustrated as phantom lines — actual redundant paths through 
the switching fabric 150 would depend upon the geometry of the switching fabric 150 and 
the state of the switching fabric components at the time of the message transfer. 

In operation, for CPU-generated instructions, each of the redundant CPU boards 
22 sends the substantially simultaneous instruction streams to its respective HCA 152, 
which in-turn formats the message into a switching-fabric format. In one embodiment, 
each of the HCAs 152 is synchronized to a common clock source (e.g., clock 48). The 
switching-fabric formatted messages are provided to the separate CPU ports of the voting 
module 153. In some embodiments using a loose-stepped CPU-synchronization scheme, 
an additional buffering stage can be provided within the voter to allow instructions from 
one CPU board 22 to be stored and synchronized with the substantially identical 
instruction from the redundant CPU boards 22 and clocked to the voter 154 at 
substantially the same time. Where the process of voting redundant CPU-generated 
messages results in no mis-compares each of the redundant CPU-generated messages is 
presumed valid. One of the presumed valid redundant CPU-generated messages is then 
forwarded to the switch 155 where it is further forwarded to the switching fabric 150 over 
one or more communication links 160, wherein each of the communication links 160 is in 
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communication with a respective port on the switching fabric 150. The switching fabric 
150 also receives the recipient address from the switching fabric 150 formatted message 
and routes the message to its ultimate destination as described earlier referring to FIG. 6. 

In one embodiment, voting of the switching fabric messages, or packets, is 
performed in a manner similar to that previously described for the non-switching fabric 
DMR and TMR fault-tolerant systems: identifying an error; determining a faulty CPU 
22; taking the faulty CPU 22 off-line for diagnostics, repair, and replace; and continuing 
with system operation with little or no interruption to service. 

In one embodiment, the CPU boards 22 of the fault-tolerant system 20 are 
configured with the same switching fabric node address. Where any one of the CPU 
boards 22 is the recipient of an instruction, the switching fabric 150 forwards the message 
to the voting module 153 associated with the recipient CPU 22. In one embodiment, the 
voting module 153 synchronizes the received switching fabric message to a timing source 
associated with the CPU node 151 and substantially simultaneously forwards the received 
message to each of the HCAs 152. The HCAs 152, in turn, convert the switching fabric 
messages into the intended I/O message and forward the received message to each of the 
redundant CPU boards 22 substantially simultaneously. 

In some embodiments of a fault tolerant system 20, messages are directed to one 
or more of the individual CPU boards 22, individually (e.g., during a duplexing operation 
where an off-line CPU board 22 is being synchronized with memory and/or state 
information from another of the online CPU boards 22). In one embodiment, each of the 
HCAs 152 of a redundant CPU node 151 are configured with individual address. Inter- 
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CPU messages are routed from the source device, to the switching fabric 150 through the 
voting module 153, and from the switching fabric 150, back through the voting module 
153 to the individually addressed CPU board 22. Where the HCAs 152 of the redundant 
CPU boards 22 have individual addresses, messages directed from the I/O end node 170 
to a CPU node 151 are configured with a broadcast address that includes each of the 
individual addresses of the CPU boards 22 included in the recipient CPU end node 151. 

In another embodiment, each of the CPU boards 22 of a CPU end node 1 5 1 are 
configured with the same address and a TCA 1 56 is included within the voting module 
153. Messages directed to all of the redundant CPU boards 22 are provided with the 
common address and routed through the voting module to the destination CPU boards 22. 
Messages intended for a particular one the CPU boards 22, such as synchronization 
messages, are directed to the TCA 156 within the voting module 153 associated with the 
target CPU board 22. The TCA 156 then routes the message to the intended CPU board 
22. 

In yet another embodiment, a separate communications is used for CPU 
synchronization messages, such as a proprietary high-speed serial bus. 

While the invention has been described with reference to particular embodiments, 
it will be understood that the present invention is by no means limited to the particular 
constructions and methods herein disclosed and/or shown in the drawings, but also 
comprises any modifications or equivalents within the scope of the claims. 
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